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The Governing Body of St Joseph’s Catholic Primary School approved this policy on 2"
March 2020.




1 INTRODUCTION

The E-Safety Policy is about the safe, responsible and ethical use of online technologies. It covers
accessing online resources through computers, tablets, smart phones, smart watches and any other
internet enabled devices safely and effectively. It covers a range of issues and does not condemn the
use of tools but rather addresses how to use them safely. It includes how to comment appropriately in
many different forums, including social media and not just be a bystander. An essential part of this is
how to report concerns, online and offline. The policy outlines who will deliver the training, in which
subject area and to which parts of the school community. It also references how the effectiveness of
the processes is monitored.

2 KEY PERSONNEL

The E-Safety Policy is reviewed every three years by the Executive Headteacher and E-Safety Co-
ordinator with the Designated E-Safety Governor.

The E-Safety Co-ordinator will arrange appropriate training for staff, pupils and parents/carers.
3 AREAS OF RISK

Child Protection - Children are exploited by sex offenders
- Children upload inappropriate content online
- Children publish personal information which identifies them either
overtly or covertly (location metadata in images or messages)
- Staff do not understand the technology and under (or over)
estimate the risk
Staff Protection - Staff post comments or images which compromise their
professional integrity
- Staff lack of understanding of new online tools puts them at risk.
ISI Inspection - Lack of understanding of the E-Safety Policy by staff, students or
governors can prevent a school from achieving an excellent or
outstanding inspection judgement

4 POLICY STATEMENTS

Education — Pupils

Whilst regulation and technical solutions are very important, their use must be balanced by educating
pupils to take a responsible approach. The education of pupils in e-safety is therefore an essential part
of the school’s e-safety provision. Children and young people need the help and support of the school
to recognise and avoid e-safety risks and build their resilience.

E-safety should be a focus in all areas of the curriculum and staff should reinforce e-safety messages
across the curriculum. The e-safety curriculum should be broad, relevant and provide progression,
with opportunities for creative activities and will be provided in the following ways:

* A planned e-safety curriculum should be provided as part of Computing / PHSE / other
lessons and should be regularly revisited

+ Key e-safety messages should be reinforced as part of a planned programme of
assemblies and pastoral activities

* Pupils should be taught in all lessons to be critically aware of the materials / content
they access online and be guided to validate the accuracy of information.

»  Pupils should be taught to acknowledge the source of information used and to respect
copyright when using material accessed on the internet

* Pupils should be helped to understand the need for the Pupil Acceptable Use
Agreement (Appendices 1 & 2) and encouraged to adopt safe and responsible use both
within and outside school



» Staff should act as good role models in their use of digital technologies the internet and
mobile devices

* Inlessons where internet use is pre-planned, it is best practice that pupils should be
guided to sites checked as suitable for their use and that processes are in place for
dealing with any unsuitable material that is found in internet searches.

* Where pupils are allowed to freely search the internet, staff should be vigilant in
monitoring the content of the websites the young people visit.

» Itis accepted that from time to time, for good educational reasons, students may need
to research topics (e.g. racism, drugs, discrimination, etc.) that would normally result in
internet searches being blocked. In such a situation, staff can request that the IT
Provider can temporarily remove those sites from the filtered list for the period of study.
Any request to do so, should be auditable, with clear reasons for the need.

Education — Parents/Carers

Many parents and carers play an essential role in the education of their children and in the
monitoring/regulation of children’s online behaviours. Parents may underestimate how often children
and young people come across potentially harmful and inappropriate material on the internet and may
be unsure about how to respond.

The school will therefore seek to provide information and awareness to parents and carers through:

* Signing the Acceptable Usage Policy for Parents and Carers (Appendix 3) annually
*  Curriculum activities

+ Letters, newsletters, website

» Parents/carers workshops

+ High profile events/campaigns e.g. Safer Internet Day

Education & Training — Staff / Volunteers

It is essential that all staff receive e-safety training and understand their responsibilities, as outlined in
this policy. Training will be offered as follows:

» A planned programme of formal e-safety training will be made available to staff. This
will be regularly updated and reinforced. An audit of the e-safety training needs of all
staff will be carried out regularly.

+ All new staff should receive e-safety training as part of their induction programme,
ensuring that they fully understand the school E-Safety Policy and Acceptable Use
Agreements.

* The E-Safety Co-ordinator will receive regular updates through attendance at external
training events and by reviewing guidance documents released by relevant
organisations.

* This E-Safety Policy and its updates will be presented to and discussed by staff in staff
meetings / INSET days.

* The E-Safety Co-ordinator will provide advice / guidance / training to individuals as
required.

Training — Governors

Governors should take part in e-safety training/awareness sessions, with particular importance for
those who are members of any sub-committee/group involved in technology/e-safety/health and
safety/child protection. This may be offered in a number of ways:

* Attendance at external training courses



» Participation in school training / information sessions for staff or parents

5 REPORTING PROCEDURES

Internal Reporting

Pupils are briefed to report any issues or concerns to their class teacher or to Computing Lead.
Concerns raised will be shared with staff through the normal school channels for this as set out in our
Child Protection Policy. Investigations where appropriate will be facilitated by the IT Provider.

Staff report any concerns relating to e-safety to either the Computing Lead or directly to a member of
SLT. Annual staff training on safeguarding children includes e-safety.

Logs are maintained of concerns raised as part of St Joseph’s child protection procedures.

Monitoring Reports

Logs of child protection issues raised and actions taken are regularly reviewed by the Headteacher
and shared with the FGB, any issues relating to technology / e-safety can be identified.

External Reporting

Staff are aware of other useful links for reporting, Childline (http://www.childline.org.uk), the Online
Professional Helpline (http://www.saferinternet.org.uk/about/helpline).



http://www.childline.org.uk/
http://www.saferinternet.org.uk/about/helpline

Appendix 1 — EYFS/KS1 Pupil Online Acceptable Use Agreement/E-Safety Rules

EYFS/KS1 Pupil Online Acceptable Use Agreement/E-

Safety Rules
| keep SAFE online because ...

| CHECK it’s OK to use a website / game / app.
| ASK for help if | get lost online.
| THINK before | click on things.

| KNOW online people are really strangers.

| am RESPONSIBLE so never share private information.

| am KIND and polite online.

| TELL a trusted adult if | am worried about anything.

Mum
Dad

Teacher

My trusted adults are:

My name: Date:




Appendix 2 — KS2 Pupil Online Acceptable Use Agreement/E-Safety Rules
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KS2 Pupil Online Acceptable Use Agreement/
E-Safety Rules

This agreement will help keep me safe and help me to be fair to others when using
computers, tablets and mobile phones, including social media such as, Facebook, Instagram,
Snapchat etc.

e [am a digital learner — | use the school’s IT for schoolwork, homework and other activities approved by
trusted adults.

e [am a secure learner - | keep my logins and passwords secret.

e [ am careful - | think before | click on links and only download when | know it is safe or has been agreed by
trusted adults.

e | am guarded - | only give out my full home address, phone number or other personal information that
could be used to identify me or my family and friends when my trusted adults have agreed.

e | am cautious - | know that some websites and social networks have age restrictions and | respect this and
I only visit internet sites that | know my trusted adults have agreed.

e | am considerate - | do not get involved with bullying or sharing inappropriate material.

e [ am respectful — | do not respond to unkind or hurtful messages/comments and tell my trusted adults if |
receive these.

e [am responsible — | keep others safe by talking to my trusted adults if a friend or person | know is being
bullied or harassed online or is being affected by things they see or hear online.

e | am a creative digital learner - | only edit or delete my own digital work and only use other people’s
work with their permission.

e | am a researcher - | use safer search tools approved by my trusted adults and know to ‘double check’ all
information | find online.

e | communicate and collaborate - with people | know and have met in real life or that a trusted adult has
approved.

e [ am SMART - | understand that unless | have met people in real life, an online person is actually a
stranger. | may sometimes want to meet these strangers so | will always ask my trusted adults for advice.

I have read and understood this agreement.
I know who are my trusted adults are and agree to the above.

Signed: Date:




Appendix 3 — Digital Acceptable Use Policy and Agreement for Parents and Carers
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Through Christ, we achieve our Personal Best

Digital Acceptable Use Policy and Agreement

Digital technology is a crucial part of young people’s lives in, and out of school and a valuable tool for learning. We
are committed to helping our students stay safe online and use technology responsibly.

Our Acceptable Use Policy and Agreement for students ensures that:

e our students are responsible users and stay safe while using the internet and other
communications technologies for educational, personal and recreational use.

e our school systems and users are protected from accidental or deliberate misuse that could put the
security of the systems and users at risk.

As a school, we will ensure that our students have good access to digital technologies to enhance their learning and,
in turn, we expect students to be responsible users. A copy of the Student Acceptable Use Policy is attached to this

permission form, to inform you of the school expectations of the young people in our care.

Please sign the permission form below to show your support of the school in this important aspect of our work.

Parent / Carer’'s Name

Student’s Name

As the parent / carer of the above student, | give permission for my son / daughter to have access to the internet and
ICT systems at school.

| understand that the school will take every reasonable precaution, including monitoring and filtering systems, to
ensure that young people are safe when they use the internet and ICT systems. | also understand that the school
cannot ultimately be held responsible for the nature and content of materials accessed on the internet and when
using mobile technologies.

| understand that my child’s activity on the ICT systems will be monitored and that the school will contact me if they
have concerns about any possible breaches of the Acceptable Use Policy.

I will encourage my child to adopt safe use of the internet and digital technologies at home and will inform the school
if | have concerns over my child’s e-safety.

Signed Date
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